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Introduction

This paper came out of concern that the election system in Colorado is vulnerable.  Statistical analyses of election results, and the growing concern in this country about the vulnerability of our electoral system, make it apparent that the system in Colorado is also at risk.

This paper will address two principle issues (1)  adequate auditing of election results, and (2) the importance of timely and full reporting precinct-level tabulations.  In addition, this report will present a few arguments for (3) the use of paper ballots, and (4) the return to precinct voting (not just reporting) where possible, to reduce the vulnerability of our elections.

Executive Summary

· The methods used to record votes in Colorado elections have multiple vulnerabilities to fraud and inaccuracy.
  To ensure the validity of our elections, we must change our way of counting votes, or audit the results.

· Current election audits in Colorado are inadequate to provide a reasonable level of confidence that erroneous results would be detected.  In most elections, the probability that the current system would detect a systemic error that falsified the result of the election is less than 50%.  Far larger audits are required to provide assurance that election results are accurate.

· Audits must be carefully implemented, and transparently conducted to provide adequate protection.  The random sample selection procedure must be public and conducted so as to preclude prior knowledge of the outcome.  
· The sample must uniformly cover every ballot style and every race with enough sample selections to ensure adequate confidence in the election results.
· A cohesive body of literature exists documenting adequate sampling strategies, and safeguards.  These recommendations would make it possible to specify an exemplary audit.

· Audits cannot be effective unless we adopt clear and effective procedures for enforcement that adequately respond to evidence of fraud or error.  Since audits are designed to minimize the number of votes that have to be recounted, discovery of any evidence of inconsistency must result in an investigation, an expanded audit if called for, and a total recount if necessary.
· Vote centers in Colorado’s densely populated urban areas jeopardize the security of our elections in a number of ways:  

· Vote centers make the electoral process, which is inherently a “black box” because of the secret ballot, a much bigger black box.  Inconsistencies which could be detected at a precinct level are easily lost when subsumed in a much larger vote center.

· Vote centers in urban areas, which allow voters from many precincts to vote at any vote center, make adequate audits far more costly and difficult to design.  By accumulating a large number of ballot styles on each machine, vote centers make it necessary to enlarge the audit required to ensure the outcome of each race.
· For many methods of fraud, the number of people required to fraudulently change the result of an election is inversely proportional to the size of polling places (number of votes cast).
  That is, the more votes cast at a vote center, the easier it is to perpetrate fraud.  This makes intuitive sense, since we know that the number of votes that would have to be altered to change the outcome of races would be more easily missed in the large number of votes at a vote center.  
· The necessity of using electronic poll books for vote centers creates additional vulnerability to selective disenfranchisement and electoral fraud.  Voting delays are an effective strategy to discourage voters.  The number of polling places required to change an election through delays is inversely proportional to the size of the polling place.
· The size of vote centers in Denver will always make our elections more vulnerable to manipulation of a few vote centers.  All these observations support the conclusion that vote centers make our elections less secure. 
· Precinct-level vote tallies have been, and continue to be the only recourse for citizen oversight of election outcomes.  Whatever process is used to accumulate vote totals, precinct-level reporting should be retained.
· Use of paper ballots, as implemented in New Mexico
, would eliminate the serious problems of Direct Recording Electronic voting machines with Voter Verified Paper Trail, and would make feasible vastly more efficient audits.

These findings are discussed in more detail below.

Discussion of Recommendations
Necessity of Audits with Procedural Safeguards

The Brennan Center study is part of an extensive examination of our electoral process covering almost 400 pages.
  This study found that all three of the types of voting machines studied
 had significant security and reliability vulnerabilities.  For this reason, the report noted that the paper trail is useless without an audit, and insisted that a routine audit comparing paper records to electronic records be conducted.

The Brennan Center study also insists that audits “use a transparent and random selection process for all auditing procedures.”
  This study
 and other authors
 detail methods of maintaining transparency while at the same time ensuring that the random selection process is statistically valid.
The Brennan Center
 and other sources specify a range of procedural safeguards to ensure the effectiveness of audits.  For example:
· Maintain chain of custody and physical security of paper records prior to audit;

· Make audit selections in a transparent and random manner;

· Assign auditors to voting machines immediately before the audits;

· Schedule audits at 9 a.m. the day after the polls close;

· Include a tally of spoiled ballots (cancellations, overvotes, and undervotes);

· Conduct a statistical analysis of all ballot anomalies. 

Finally, audits must result in effective enforcement if anomalies are detected.  The Brennan Center details a long list of procedures that would allow jurisdictions to respond effectively.

Specification of Adequate Audits
Audit strategies proposed for elections results fall into two categories:  (1) randomly selecting a sample of precincts or voting machines, and recounting the ballots counted for each one, or (2) randomly selecting a sample of ballots cast, and verifying the accuracy of the counting of those specific ballots.  The basic problem with specifying an audit method that provides adequate confidence in the election results is that method (1) requires recounting the votes for a much larger number of voting machines or precincts than is acceptable, and method (2) requires some way of identifying individual ballots and the way that they were originally counted, which is not provided by most systems, and raises concerns about the secrecy of the ballot.

(1) Sample of Precincts or Voting Machines:  This method is currently used in Colorado:  manual recount of all ballots counted by randomly selected devices.  Currently only 5% of devices are selected for audit.  Far more devices must be audited to provide adequate confidence that corrupted vote counts did not alter the election.  For example, in a race involving 200 DREs, auditing 5% of machines is only adequate when the difference between candidates is over 7.5%, and then only if the number of votes cast for the race is evenly distributed between DREs.  With vote centers, where the number of votes for local races is unevenly distributed, far more machines would need to be audited.
  In races where the candidates are separated by 0.5%, over 50% of the devices would need to be audited.  Numerous sources sited above provide alternatives for calculating sample size.

(2) Samples of Individual Ballots:  This method samples individual ballots, instead of devices, and requires that ballots be marked in some manner so that each ballot can be matched with the machine count of that ballot.  Paul Walmsley
 presents the Colorado Statute which he claims would permit this type of tracking of ballots.  Using this method, far fewer ballots would have to be audited.  For example, Walmsley states that “Medium-to-large counties can be 99% confident that the electronic cast vote records differ from the results of a hypothetical full hand count by less than 1%, by only hand-counting 1,000 ballots”, whereas this result would require auditing over 35% of all devices, and hence 35% of all ballots, using the method auditing devices currently used.

The statistical requirements for an adequate audit are well known and documented.
  Implementing an adequate plan will take a much more significant commitment than has been put into auditing in the past.  However, if we are to rely on audits to ensure the outcome of our elections, then we must either implement adequate audits, or find some other way to ensure that election outcomes are reliable.  The specifics of Colorado’s current audit rules are discussed below, as well as deficiencies in these rules, and possible remedies for those deficiencies.
Importance of Precinct-Level Reporting
Precinct-level results are the sine qua non of independent, citizen oversight of the election results and integrity.  Most of the results demonstrating anomalous patterns in recent elections have been derived from precinct-level election results.  Two of the three prongs of the Gingles test central to voting rights litigation are based entirely on precinct-level results.  Without precinct-level results, which empower us to infer racial patterns in voting, advances in voting rights through litigation would not have had probative evidence because our ballots are secret.  
Because precinct-level election results can be linked to detailed census demographics,
 precinct-level election results provide a valuable historical record, and tool to analyze voting patterns.   If vote centers are used, it is important that there be a transparent method of comparing precinct totals to central tabulator totals for the same precincts.
   This is supported by difficulties experienced during recounts where precinct-level reporting was not available:

“The formatting of the VVPAT printouts did not support a robust recount of the VVPATs. This is primarily because each VVPAT lacked a header with precinct information that would allow for precinct by precinct recounts….The critical means for addressing this problem is for data and reports to be produced at the lowest level of aggregation. For example, the VVPAT summary should report the number of votes by precinct and the VVPAT ballots should contain a header noting the precinct for that ballot.”  [Italics added for emphasis]

Pitfalls of Voting Centers

The risks and advantages of vote centers, where voters from multiple precincts can vote, vary by population density.    

“The choice to retain precinct level voting depends heavily on the density of the area under consideration.  Precincts, assuming a dense enough population to provide temporary and volunteer staff able to help with election administration, provide lower level access, accountability, participation, and voter satisfaction.  The vote center alternative is suitable for population distributed over wide areas.  Both are true of Colorado, and no single model will best fit everywhere.”

Vote centers in Colorado’s densely populated urban areas jeopardize the security of our elections in a number of ways:

· Abandoning precinct-level voting and reporting makes the electoral process, which is inherently a “black box” because of the secret ballot, a much bigger black box.  Inconsistencies which could be detected at a precinct level are easily lost when subsumed in a much larger vote center.  
· This not only affects the citizens’ ability to critically observe election results, but it also makes it much more difficult for an audit to detect anomalies.  Audits should be designed to adequately cover every ballot style and all races.  Vote centers, which combine multiple ballot styles and many more races than a precinct, make an adequate audit problematic.  
In particular, vote centers in urban areas, which allow voters from many precincts to vote at any vote center, make adequate audits far more costly and difficult to design.  By accumulating a large number of ballot styles on each machine, vote centers make it necessary to enlarge the audit required to ensure the outcome of each race.  In addition, vote centers would preclude the possibility that a straight-forward sample design could ensure that each race was adequately audited.
· The Brennan Center details the calculations showing that the number of people required to fraudulently change the result of an election is inversely proportional to the size of polling places (number of votes cast).
  That is, the more votes cast at a vote center, the easier it is to perpetrate fraud.  This makes intuitive sense, since we know that the relatively few votes that would have to be altered to change the outcome of smaller races would be easily missed in the large number of votes at a vote center.  
For example, 1,000 votes could alter the outcome of many local elections.  Alteration of this number of votes would be obvious at a precinct polling place, but easily lost among the votes at a large vote center.  In addition, the Brennan Center supports the natural observation that fraud “would be easier to execute, and more difficult to detect, if they were limited to a small number of counties or polling places.”
  All these observations support the conclusion that vote centers make our elections less secure.
· Vote centers as large as those in Denver require electronic poll books to practically allow all voters to vote at any vote center.  The necessity of using electronic poll books for vote centers creates additional vulnerabilities to selective disenfranchisement and electoral fraud.  In 2006, malfunction of electronic poll books at vote centers in Denver caused significant delays for many voters.  The Brennan Center commissioned a study to determine if delays at polling places would result in disenfranchisement of discouraged voters.
  Not surprisingly, they found that this would be an effective strategy to discourage voters, and even quantified the percent disenfranchised.  
In this case also, the Brennan Center found that the number of polling places that would have to be targeted to change an election was inversely proportional to the size of the polling place.  In their analysis of a typical election conducted with small polling places (about 1,000 votes each), they concluded that delays would not be an effective way to change election outcomes because it would need to affect so many polling places that it would be noticed.  Vote centers were widely recognized as resulting in voter suppression in Colorado’s election in 2006 because of delays.   The size of vote centers in Denver will always make our elections vulnerable to manipulation of a few vote centers.  
But the assumption that visibility will discourage an attack on our elections is belied by our experience.  The bottlenecks at vote centers in Denver during the 2006 election definitely discouraged enough voters to potentially effect electoral outcomes, but the distorted results were not challenged.  If noticing a problem does not result in rectifying it, our elections are vulnerable.  
Arguments for Paper Ballots

An extremely low percentage of voters that use Direct Recording Electronic voting machines with Voter Verified Paper Trail review the paper record of their vote.
  This makes the verification of election results through the paper trail a charade.  In addition, a variety of problems are associated with the paper trail, including lack of reliability and increased operator error.  These problems often result in votes being compromised or voters being discouraged.

On December 14, 2006, 36 non-partisan election integrity organizations joined in an open letter to all Members of the U.S. Senate and House of Representatives strongly urging them to adopt a “paper ballot for every vote cast. Not a paper ‘trail’ or a paper ‘record,’ but a paper ballot.”
  Their letter goes on to state that “Direct Recording Electronic (DRE) touch-screen systems, and even those with so-called "Voter Verified Paper Audit Trails" -- caused massive disruptions, undermined the results of crucial elections, and forced thousands of voters to leave the polls without being able to exercise their franchise.”  
Return to a scanned paper ballot would also permit efficient parallel testing
 by scanning by two machines, and the possibility of using more efficient audit methods.  Paper ballots could more easily be adapted to an audit of individual ballots, which may be the only feasible audit method that would provide adequate assurance.
Analysis of Colorado Election Audits
Current Election Audit Rules

The ELECTION RULES OF THE COLORADO SECRETARY OF STATE specify the rules concerning post-election audits, in Rules 11 and 45 (reproduced below).  The audits specify:
· Timing:  within 24 hours of the close of polls (11.5.4.1);

· Sample Frame:  there are two sampling frames, one for the Central Count/Vote Center machines, and one for all other machines:

· Central Count/Vote Center:  all machines x races (11.5.4.4);

· Other devices:  all voting devices x races (i.e., the sample frame is comprised of the result from each race on each voting device; 11.5.4.1); 
· Sampling Method:  there are similar sampling methods for the two sampling frames:

· Central Count/Vote Center:  the sample is a three stage sample:

· Stage 1:  one scanning devices is randomly selected (11.5.4.2); 

· Stage 2:  two elections are randomly selected, and those elections are audited on the randomly selected scanning devices (11.5.4.4).

· Stage 3:  the total number of ballots which were counted on the device determines the number of ballots randomly selected on the device for audit (11.5.4.4):

· Less than 500:  twenty percent (20%) will be selected (0-100);

· 501 to 10,000:  five (5) percent will be selected (25-500);

· 10,000 up:  500 ballots randomly selected;
· Other devices:  the sample is a two stage sample, which does not maintain the independence of the subsamples on stage two:  

· Stage 1:  5% of voting devices are randomly selected (11.5.4.2 - Colorado Statutes: 1-7-514 (1) (a) (I) specifies a minimum of one percent); 
· Stage 2:  two elections are randomly selected, and those elections are audited on each of the randomly selected voting devices (11.5.4.3).

· Audit Counting Method:  there are similar methods for the two sampling frames:

· Central Count/Vote Center:  

· “The public counter for that voting device shall be reset to zero, and the ballots shall be recounted on the voting device. A new report will be generated from the electronic count of the ballots and shall be manually verified” (11.5.4.4)
· Other devices:  
· Records for audit:  voter verified paper record or, if V-VPAT
 unavailable,  ballot image;
· Counting:  “Manually verify all of the ballots … with the election summary report that was generated from the device(s) at the close of the polls.” (11.5.4.3)

· Security:  random audit to be observed by at least two members of the canvass board (11.5.4.7).
· Enforcement for discrepancies:  

· manual verification of the manual count (11.5.4.8.1); 
· check for voter error (11.5.4.8.2);

· review the situation and “make any correction required by the facts of the case” (11.5.4.8.3).
Areas of Concern in Current Procedures
The current rules for election audit procedures by the Colorado Secretary of State compromise the effectiveness of the audit:

· Timing:  the timing of the random selection needs to be specified so that it occurs after the election to ensure independence;

· Sample Frame:  creation of multiple sampling frames requires that more devices be audited; 
· Sampling Method:
· An inadequate number of devices are audited in each of the sampling frames;
· The selection of only two races to audit precludes having an adequate confidence that miscounts in any given race will be detected; 

· The rules for random selections does not specify technical oversight, or any other procedural safeguards to insure that the selections are statistically random, are drawn from the proper sample frame, or done with adequate monitoring;
· Audit Counting Method:  

· Central Count/Vote Center:  the manual count does not verify the election ballot count, since the manual count is matched to a machine recount of the ballots;
· Security:  the audit procedure, especially random sampling, requires technical oversight;
· Enforcement for discrepancies:  

· In a properly designed random audit, we would select a minimum number of devices to be recounted, to provide adequate confidence of finding at least one machine miscount, if there were systematic miscounts.  Therefore it is mandatory that the discovery of even one machine miscount would require an expanded audit, to verify that the miscount did not change the result of the election.
Possible Remedies for Areas of Concern
The following changes would produce an audit adequate to ensure an accurate vote count:

· Timing:  the random selection should occurs after the election to insure independence;

· Sample Frame:  if Central Count/Vote Center devices are to be sampled separately from other devices, adequate sample sizes in each sample frame must be determined 

· Sampling Method:

· An inadequate number of devices are audited in each of the sampling frames.  Two methods of auditing include computations for the adequate sample size:

· Sample of Precincts or Voting Machines:  This method is currently used in Colorado:  manual recount of all ballots counted by randomly selected devices.  Currently only 5% of devices are selected for audit.  Far more devices must be audited to provide adequate confidence that corrupted vote counts did not alter the election.  With vote centers, where the number of votes for local races is unevenly distributed, far more machines would need to be audited.
 Numerous sources sited above provide alternatives for calculating sample size.

· Samples of Individual Ballots:  This method samples individual ballots, instead of devices, and requires that ballots be marked in some manner so that each ballot can be matched with the machine count of that ballot.  Paul Walmsley
 presents the Colorado Statute which would permit this type of tracking of ballots.  Walmsley and others provide methods for calculating the number of ballots that would need to be audited.
· All races and ballot styles must be audited on a device to provide adequate confidence that miscounts in any given race will be detected; 

· The rules for random selections should specify technical oversight, and procedural safeguards to insure that the selections are statistically random, are drawn from the proper sample frame, or done with adequate transparency and monitoring;

· Audit Counting Method:  

· Central Count/Vote Center:  verify the count of election count of ballots, not a recount;
· Security:  require technical oversight;

· Enforcement for discrepancies:  

· The discovery of even one machine miscount requires an expanded audit, that will be extended until a verified election result is confirmed.
Relevant Statutes and Rules

Election Rules Of The Colorado Secretary Of State
Section 11.5
11.5.4 Post-Election Audit 

11.5.4.1 Within twenty-four (24) hours of the close of polls on election night, the Secretary of State shall notify the designated election official which voting devices and which race or races on the ballots have been selected for auditing purposes based on the submitted hardware inventory list referred to in Rule 11.4.2.

11.5.4.2 The selection of equipment will be based on a random selection of five (5) percent of precinct scanner based voting equipment, at least one Central Count Scanner/vote center, and five (5) percent of Direct Record Electronic (DRE) voting devices. 

11.5.4.3 For optical scanners used for any function of counting ballots except for Central Count/vote center as defined herein, the designated election official shall manually verify all of the ballots that were counted on the randomly selected device(s) with the election summary report that was generated from the device(s) at the close of the polls. The Secretary of State shall randomly select two races to be manually verified. 

11.5.4.4 For Optical Scanners used for the purpose of counting ballots in a Central Count/vote center environment as defined herein, the designated election official shall randomly select five (5) percent but not more than five hundred (500) ballots of all the ballots counted on the specific audited device. If the amount of ballots is less than five hundred (500) on the audited device, then a minimum of twenty percent (20%) of the ballots counted on the device will be manually verified. The public counter for that voting device shall be reset to zero, and the ballots shall be recounted on the voting device. A new report will be generated from the electronic count of the ballots and shall be manually verified. The ballots and a copy of the report shall be sealed in a separate container and secured with the remainder of the official election records for the election. The Secretary of State shall randomly select two races to be manually verified. 

11.5.4.5 For Direct Record Electronic Devices (DREs) that do not meet the requirements of section 1-5-802, C.R.S.,
 used for any function of counting ballots in an election, the designated election official will manually verify the image of all the ballots contained in the Ballot Log or Ballot Audit that were counted on the specific device with the report generated for that specific device at the close of polls which contains the election summary report. The Secretary of State shall randomly select two races to be manually verified. 

11.5.4.6 For Direct Electronic Devices (DREs) that do meet the requirement of section 1-5-802, C.R.S., used for any function of counting ballots in an election, after the close of the polls, the designated election official will manually verify all of the voter verified paper record produced with the report generated for that specific devices, which contains the election summary report. The Secretary of State shall randomly select two races to be manually verified. 

11.5.4.7 The actions of the random audit as identified in this section are to be observed by at least two members of the canvass board. The designated election official may appoint additional deputized clerks to assist in the functions of the audit. 

11.5.4.8 If there are discrepancies in the audit, the canvass board or the designated election official’s deputized clerks shall: 

11.5.4.8.1 First, manually verify the results as many times as necessary to confirm that there is no discrepancy in the manual count; 

11.5.4.8.2 Second, take any additional steps as necessary to check for voter error, which shall include but not be limited to: over-votes, stray marks on the ballot, or other voter intent indicia; and 

11.5.4.8.3 Third, review the situation and take action as necessary in accordance with the canvass board’s powers as set forth in part 1 of Article 10 of Title 1 Colorado Revised Statutes.
 

11.5.4.9 At all times relevant to the Post-Election Audit, the designated election official or the deputized clerks or the canvass board shall take every precaution necessary to protect the confidentiality of the ballots cast by the electors. 

11.5.4.10 Upon completion of the audit, the designated election official shall promptly report the results of the audit to the Secretary of State’s Office. The report shall be submitted following the completion of the audit and up to and including 5:00 pm on the last day of the canvass. The report shall contain: 

(a) The make, model and serial number of the voting device that was audited. 

(b) The number of ballots originally counted by the device or the number of ballots audited as identified in paragraph (d) of this section; 

(c) The count of the specific race or races as provided on the summary report printed at the close of polls or the report generated for the audit; 

(d) The count of the specific race as manually verified; and 

(e) The signature of the canvass board and the designated election official. 

11.5.4.11 The report may be sent by any of the following three methods: E-mail: voting.systems@sos.state.co.us; Subject line = County Number, County Name, POST-ELECTION AUDIT; or via facsimile to: 303-869-4861 attn: Secretary of State, Voting Systems Specialist; or via First Class Mail to Colorado Department of State/ Attn: Voting Systems Specialist/1700 Broadway – Suite 270/Denver, CO 80290. 

Section 45.5
45.5.2.9.3 The V-VPAT shall consist of the following minimum components: 
(a) The voting device shall contain a paper audit trail writer or printer that shall be attached, built into, or used in conjunction with the DRE. The printer shall duplicate a voter’s selections from the DRE onto a paper record. 

(b) The unit or device shall have a paper record display unit or area that shall allow a voter to view his or her paper record. 

(c) The V-VPAT unit shall contain a paper record storage unit that shall store cast and spoiled paper record copies securely. 

(d) These devices may be integrated as appropriate to their operation. 

45.5.2.9.4 V-VPAT devices shall allow voters to verify his or her selections on a paper record prior to casting ballots. The voter shall either accept or reject the choices represented on the paper record. Both the electronic record and the paper record shall be stored and retained upon the completion of casting a ballot. 

45.5.2.9.5 The V-VPAT printer connection may be any standard, publicly documented printer port (or the equivalent) using a standard communication protocol. 

45.5.2.9.6 The printer shall not be permitted to communicate with any other device than the voting device to which it is connected. 

45.5.2.9.7 The printer shall only be able to function as a printer, and not perform any other services or possess network capability. 

45.5.2.9.8 Every electronic voting record shall have a corresponding paper record. 
45.5.2.9.9 The paper record shall be considered an official record of the election available for recounts, and shall be sturdy, clean, and of sufficient durability to be used for this purpose. 

45.5.2.9.10 The V-VPAT device shall be designed to allow every voter to review, and accept or reject his/her paper record in as private and independent manner as possible for both disabled and non-disabled voters. 

45.5.2.9.11 The V-VPAT system shall be designed in conjunction with State Law to ensure the secrecy of votes so that it is not possible to determine which voter cast which paper record. 

45.5.2.9.12 The V-VPAT printer shall print at a font size no less than ten (10) points for ease of readability. Any protective covering intended to be transparent shall be in such condition that it can be made transparent by ordinary cleaning of its exposed surface. 

45.5.2.9.13 The V-VPAT system shall be designed to allow each voter to verify his or her vote on a paper record in the same language they voted in on the DRE. 

45.5.2.9.14 The V-VPAT system shall be designed to prevent tampering with unique keys and/or seals for the compartment that stores the paper record, as well as meet the security requirements of this rule. Additional security measures may be in place on the printer to prevent tampering with the device. 

45.5.2.9.15 The V-VPAT system shall be capable of printing and storing paper record copies for at least 150 ballots cast without requiring the paper supply source, ink or toner supply, or any other similar consumable supply to be changed during the voting period, assuming a fully printed double sided eighteen (18) inch ballot. 

45.5.2.9.16 The V-VPAT unit shall provide a “low supply” warning to the election judge to add paper, ink, toner, ribbon or other like supplies. In the event that an election judge is required to change supplies during the process of voting, the voter shall be allowed to reprint and review the paper audit trail without having to re-mark his or her ballot, and the device shall prevent the election judge from seeing any voters’ ballots. 

45.5.2.9.17 The voting system provider shall provide procedures and documentation for the use of the V-VPAT device. 

45.5.2.9.18 The printed information on the printed ballot or verification portion of the V-VPAT device shall contain at least the following items: 

(a) Name or header information of race, question or issue 

(b) Voter’s selections for the race information. 

(c) Write-in candidate’s names if selected. 

(d) Undervote or overvote information – this is in addition to the information on the review screen of the DRE. 

(e) Unique serial number (randomized to protect privacy) 

(f) Identification that the ballot was cancelled or cast 

45.5.2.9.19 The V-VPAT shall allow a voter to spoil his or her paper record no more than two (2) times. Upon spoiling, the voter shall be able to modify and verify selections on the DRE without having to reselect all of his or her choices. 

45.5.2.9.20 Before the voter causes a third and final record to be printed, the voter shall be presented with a warning notice that the selections made on screen shall be final and the voter shall see and verify a printout of his or her vote, but shall not be given additional opportunities to change their vote. 

45.5.2.9.21 All V-VPAT components shall be capable of integrating into existing state testing and auditing requirements of the voting system. 

45.5.2.9.22 The V-VPAT component should print a barcode with each record that contains the human readable contents of the paper record and digital signature information. The voting system provider shall include documentation of the barcode type, protocol, and/or description of barcode and the method of reading the barcode as applicable to the voting system. 

45.5.2.9.23 The V-VPAT component shall be designed such that a voter may not be able to leave the voting area with the paper record. 

45.5.2.9.24 If used for provisional ballots, the V-VPAT system shall be able to count all of an elector’s votes on a provisional ballot or only federal and statewide offices and statewide ballot issues and questions, as provided under section1-8.5-108(2), C.R.S. 

45.5.2.9.25 The SOS shall keep on file procedures submitted by the voting system provider for how to investigate and resolve malfunctions including, but not limited to: misreporting votes, unreadable paper records, paper jams, low-ink, misfeeds, preventing the V-VPAT from being a single point of failure, recovering votes in the case of malfunction and power failures. 

Colorado Statutes 

TITLE 1 ELECTIONS: GENERAL, PRIMARY, AND CONGRESSIONAL VACANCY ELECTIONS : ARTICLE 7 CONDUCT OF ELECTIONS : PART 5 ELECTRONIC VOTING EQUIPMENT : 
1-7-514. Random audit. Terms:  Article 10 Title 1
 (1) (a) (I) Following each primary, general, coordinated, or congressional district vacancy election, the secretary of state shall publicly initiate a manual random audit to be conducted by each county and shall randomly select not less than one percent of the voting devices used in each county; except that, where a central count voting device is in use in the county, the rules promulgated by the secretary pursuant to subsection (5) of this section shall require an audit of a specified percentage of ballots counted within the county.

(II) For an election taking place in a county prior to the date the county has satisfied the requirements of section 1-5-802, the audit shall be for the purpose of comparing the manual tallies of the ballots counted by each voting device selected for each such audit with the corresponding tallies recorded directly by each such device.

(III) For an election taking place in a county on or after the date the county has satisfied the requirements of section 1-5-802, the audit shall be conducted for the purpose of comparing the manual tallies of the voter-verified paper records produced or employed by each voting device selected for such audit with the corresponding ballot tallies recorded directly by each such device.

(b) To the extent practicable, no voting device that is used for the random audit required by paragraph (a) of this subsection (1) shall be used for conducting the testing of voting devices for recount purposes required by section 1-10.5-102 (3) (a).

(2) (a) Upon completion of the audit required by subsection (1) of this section, if there is any discrepancy between the manual tallies, as specified in accordance with the requirements of subparagraph (II) or (III) of paragraph (a) of subsection (1) of this section, as applicable, of the voting device selected for the audit, and the corresponding tallies recorded by such devices, and the discrepancy is not able to be accounted for by voter error, the county clerk and recorder, in consultation with the canvass board of the county established pursuant to section 1-10-101, shall investigate the discrepancy and shall take such remedial action as necessary in accordance with its powers under this title.

(b) Upon receiving any written complaint from a registered elector from within the county containing credible evidence concerning a problem with a voting device, the canvass board along with the county clerk and recorder shall investigate the complaint and take such remedial action as necessary in accordance with its powers under this title.

(c) The county clerk and recorder shall promptly report to the secretary of state the results of any completed audit or investigation conducted pursuant to paragraph (a) or (b) of this subsection (2).

(3) The secretary of state shall post the results of any completed audit or investigation conducted pursuant to the requirements of subsection (2) of this section on the official website of the department of state not later than twenty-four hours after receiving the results of the completed audit or investigation. The clerk and recorder of the affected county may timely post the results of the completed audit or investigation on the official website of the county. The secretary shall publish once in a newspaper of general circulation throughout the state notification to the public that the results have been posted on the department's website.

(4) Any audit conducted in accordance with the requirements of this section shall be observed by at least two members of the canvass board of the county.

(5) The secretary of state shall promulgate such rules, in accordance with article 4 of title 24, C.R.S., as may be necessary to administer and enforce any requirement of this section, including any rules necessary to provide guidance to the counties in conducting any audit required by this section. The rules shall account for:

(a) The number of ballots cast in the county;

(b) An audit of each type of voting device utilized by the county; and

(c) The confidentiality of the ballots cast by the electors.

Source: L. 2005: Entire section added, p. 1409, § 27, effective June 6; entire section added, p. 1444, § 27, effective June 6.
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� 11.4 Voting System Inventory 


11.4.1 The designated election official shall maintain an inventory record for each electronic vote-tabulating device used in an election. Such records shall include but not be limited to the manufacturer, make, model, serial number, hardware/firmware/software version or release number, date of acquisition, description of any services, repairs, maintenance, upkeep, and version upgrades, and the dates of performance of such services as of the date of adoption of these rules. 


11.4.2 The designated election official shall furnish the Secretary of State with an extract or copy of the inventory for use in the Logic and Accuracy Test and the Post-Election Audit Test. The requirements for this extract are: 


(a) Be in either electronic or paper format; 


(b) Contain information regarding: make, model, serial number, type (optical scanner or DRE), specific location of use, and specific precincts programmed on each device or card; 


(c) Inventories maintained in electronic format shall be exportable to an industry standard file type – comma separated (CSV), excel spreadsheet (XLS), or Quote or Tab separated (TXT) file prior to electronic delivery to the Secretary of State; and 


(d) The designated election official shall send the inventory list to the Secretary of State’s office not less than ten (10) days prior to an election to the attention of the Voting Systems Specialist. Inventory lists may be sent in one of three means: E-mail: voting.systems@sos.state.co.us Subject line = County Number, County Name, HARDWARE INVENTORY LIST; or Via facsimile to: 303-869-4861 attn: Secretary of State, Voting Systems Specialist; or via First Class Mail to Colorado Department of State/Attn: Voting Systems Specialist/1700 Broadway – Suite 270/Denver, CO 80290. 
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 (1) In addition to the other requirements of this article, the voting system used in each primary, general, coordinated, or congressional district vacancy election held in the state on and after January 1, 2010, shall have the capability to produce a voter-verifiable paper record of each elector's vote. Before an elector's vote is cast, the elector shall have the opportunity, in private and without assistance, to inspect and verify that the voter-verified paper record correctly reflects the elector's choices.


(2) The requirements of subsection (1) of this section shall apply to each primary, general, coordinated, or congressional district vacancy election conducted by a county clerk and recorder on and after January 1, 2008, if the governing body of the county determines that:


(a) The technology necessary to comply with the requirements of subsection (1) of this section is available; and


(b) (I) Sufficient federal or state funds are available to acquire or retrofit voting devices that comply with the requirements of subsection (1) of this section; or


(II) It is otherwise financially feasible for the county to comply with the requirements of subsection (1) of this section.


(3) Upon satisfaction by a county of the requirements of this section, the voter-verified paper record of each eligible elector's vote, whether filled out by hand or produced by a voting machine or ballot marking device, shall be preserved as an election record pursuant to section � HYPERLINK "http://198.187.128.12/colorado/lpext.dll?f=FifLink&t=document-frame.htm&l=jump&iid=COCODE&d=1-7-802&sid=490918e2.4989b301.0.0" \l "JD_1-7-802" �1-7-802� and shall constitute an official record of the election.


(4) No voting device shall be remotely accessed or remotely accessible until after the close of voting and a results total tape has been printed, as applicable.


Source: L. 2005: Entire part added, p. 1403, § 22, effective June 6; entire part added, p. 1438, § 22, effective June 6.
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 (1) If, in the course of their duties, the canvass board or the secretary of state finds that the method of making or certifying returns from any precinct, county, or district does not conform to the requirements of law, the returns shall nevertheless be canvassed if they are sufficiently explicit in showing how many votes were cast for each candidate, ballot question, or ballot issue.


(2) If the canvass board or the secretary of state finds a clerical error or omission in the returns, the county clerk and recorder, after consultation with the election judges, shall make any correction required by the facts of the case. The election judges shall sign and submit to the canvass board any documentation required for any explanation or verification of the additions or corrections. The canvass board may adjourn from day to day for the purpose of obtaining the additions or corrections.


Source: L. 92: Entire article R&RE, p. 777, § 13, effective January 1, 1993. L. 99: Entire section amended, p. 480, § 6, effective July 1.
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