Mr. Mike Coffman

 
Secretary of State

Colorado Department of State

June 18th, 2007

Dear Mr. Coffman:

RE:  Department of State Policy
We and our colleagues have expended a great deal of energy attempting to contribute our knowledge to the Colorado Department of State.  We are disappointed by the department’s lack of response to our communications.  
Perhaps it would help if you were to precisely explain department policy regarding transparency (including independent oversight) and accountability.  
It is our opinion that the Department is not performing its duties in a manner that is accountable to the people or the law, and does not conduct public business in a transparent manner that allows oversight.  Staff is running roughshod over the public, working to circumvent the law, giving preferential treatment to clerks and vendors, and not performing its duties.

For example, as evidenced in several of the following communications, we have been trying to observe and verify the entire court ordered voting system re-certification.  As you will see, the department has not provided us with access to the process.   We are concerned that the department strategy is to ignore our requests until the certification has been finalized, and our only opportunity to participate in the decision making process will be through the court system.

Some of the other communications deal with major public policy issues that require immediate departmental reforms.  Many of these problems have reached the boiling point.  Simply ignoring them, or unilaterally decreeing that the pubic is wrong, will no longer work.  
· June 1 – PRESS TIP - County Clerks to meet secretly with voting equipment vendors
· May 30 – CDOS Mission, Colorado Voter Group to Mr. Coffman

· May 30 – Objection to adoption of rules, CAMBER to Rudy

· May 25 – Certification questions and concerns, Colorado Voter Group to Tee

· May 5 – Objection to Hobbs’ May 1st ruling to prohibit testimony, Kolwicz to Hobbs

· May 3 -- HART demonstration was deficient, Kolwicz to Kopelman

· May 3 – Complaint re: certification and HART, CAMBER to Mr. Coffman

· May 1 – Rule process complaint and hearing input, CAMBER to Mr. Coffman

· April 26 – Certification process questions, Kolwicz to Tee

· April 25 – Non-anonymous voting, Colorado Voter Group to Mr. Coffman

· April 25 – Access to complete certification, Colorado Voter Group to Tee

· April 12 – Senate bill 234 objections and data, CAMBER to Mr. Coffman

· April 11 – Request to oversee certification, Colorado Voter Group to Mr. Coffman

· March 28 – Request to oversee certification, Colorado Voter Group to Mr. Coffman

· March 7 – Statewide voter database, CAMBER to Mr. Coffman
· February 12 – Re Feb 15th Public Meeting, CAMBER to Mr. Coffman
· January 12 – Certification rulemaking, CAMBER to Hobbs
· November 22, 2006 -- Post Election Audit – Boulder County General Election, November 7, 2006, Boulder County Republicans to Ms. Gigi Dennis
· November 16, 2006 – Eagle County Canvass Board and Audit, 
Mr. Branscomb, Eagle County Democratic Party Canvass Board member.

· September 25, 2006 – Call for Action, CAMBER to Mr. Coffman and Mr. Gordon

Violations that disqualify vendors from Colorado certification 

We believe that there are valid reasons that the voting systems currently offered for certification should be denied certification.   If the department truly intends to fulfill its statutory duty to protect the purity of Colorado elections, then these systems must not be certified until known defects and deficiencies have been corrected.   

The following is not intended to be complete, although it is intended to be accurate.
The following violations of Colorado Election Code and Election Rules are occurring during the current court ordered re-certification:

1. Hart, Diebold, Sequoia, and ES&S each failed to submit a “voting system” for certification as required by:

a. 45.1.18 – “VSTL” means a voting system testing laboratory …testing on a voting system.

b. 45.2.1.1 -- … no single component of a voting system … meets the definition of a voting system.

c. 45.2.1.2 -- … system as a whole to meet the requirements as described for a voting system …

d. 45.3.1 – The voting system shall be considered as a unit …
e. 45.3.2 – to pass certification … demonstration of the system; and functional testing of the voting system which shall demonstrate substantial compliance with the requirements of this rule, Colorado Election code …
f. 45.5.2.1.1 Functional requirements shall address any and all detailed operations of the voting system related to the management and controls required to successfully conduct an election on the voting system. 

g. 45.5.2.1.2 including (f) Conduct an election and meet additional requirements as identified in this section for procedures for voting, auditing information, inventory control, counting ballots, opening and closing polls, recounts, reporting, and accumulating results as required herein; 

h. 45.6.1.1 … shall demonstrate the exact proposed voting system … 
i. 45.6.1.2 … presentations should be prepared to address and demonstrate with the specific system …(i) processing ballots … (m) canvass process handling … (o) certification of results …
A voting system must include all of the components and elements needed to successfully conduct an election.  This includes the total combination of mechanical, electromechanical, or electronic equipment as well as practices and associated documentation.  Not all components need to be provided by any one manufacturer, but components must demonstrably interoperate as a system.  Colorado election rules require that all components be tested as a unit and at the same time.   This is the time to ensure that the entire system operates properly (accurately, reliably, accessibly, transparently, securely, verifiably, privately, anonymously, and accountably). None of the vendors demonstrated such a system.  
A sample voting system diagram is attached as figure 1, and a sample election process as figure 2.  Note that the system diagram includes mandatory system components needed for security, verifiability, and transparency, such as jurisdiction definition, inventory control, voter eligibility determination including signature verification, poll watching and canvassing.  Without these key voting system components, no successful election can be conducted.   

2. Each of the vendors was unable to demonstrate the required export on demand of all election data.  See 45.5.2.1.7.

3. Each of the vendors was unable to demonstrate the required trusted build verification.  See 45.5.2.3.12.


4. With the exception of the AutoMark device by ES&S, each of the vendors was unable to demonstrate the required ability for blind voters to verify their votes on the verifiable paper ballot.  See 45.5.2.9.


5. Each of the vendors was unable to demonstrate compliance with Article VII section 8 of the Colorado Constitution which requires an anonymous ballot.  This means that the voter cannot identity their own ballot, and nobody else, including insiders, can identity a particular voter’s ballot.

6. Each of the vendors was unable to demonstrate they could stop people from voting who did not meet all of the requirements for voting.  See 1-7-103 C.R.S.

There are many more details, but the above six items above are sufficient reason to:

· deny certification to all vendors because they did not offer a complete system

· deny certification of the current DRE voting machines
· proceed with certification testing of the AutoMark

· deny further certification testing the optical scan products that cannot meet the anonymity requirements of the Colorado Constitution (at least the HART system cannot meet this requirement.)

One cannot assure the security of the ballot box, because there is no component offered that performs this function.  Yet, without this function being carefully integrated into the system, the system cannot be used to conduct a reliable election.

Even if an external voter identification/eligibility capability is identified, the eligibility functions must be integrated into the system in order to prove that every eligible voter is given the opportunity to vote once and only once (and no ineligible voter is permitted to vote at all), and every eligible vote is counted once and only once as the voter intended (and no ineligible vote is counted at all), and every vote is anonymous (from the voter as well as to everybody else including insiders).
Summary

It is vital that the Department of State deny certification to the voting systems currently undergoing certification testing until the manufacturer demonstrates their offering as part of an integrated election system that conforms to code and the election rules.  We are anxious to participate in the decision to certify or not to certify these voting systems.  
The broader issues are transparency and accountability.  We are anxious to learn if the Coffman administration intends to represent the public or does it intend instead to favor the clerks and vendors.  Does it intend to transparently engage the public, or does it intend to support the current closed policies?  Does it intend to hold staff accountable to fulfilling the intention of the law, or does it intend to support staff in its efforts to circumvent the law?
We have reached a tipping point.  It is time for the department to engage the public, or for the pubic to engage the department.

Al Kolwicz


Harvie Branscomb

Chuck Corry

Boulder County

Eagle County


El Paso County

AlKolwicz@qwest.net 
harvie@media.mit.edu 
ccorry@ejfi.org 
Colorado Voter Group

2867 Tincup Circle

Boulder, CO 80305

303-494-1540

cc:  

Senator Peter Groff, State, Veterans, & Military Affairs, peter.groff.senate@state.co.us 
Rep. Paul Weissmann, State, Veterans, & Military Affairs, reppaul@aol.com 
Jonathan Tee, Colorado Department of State, Jonathan.Tee@SOS.STATE.CO.US 
Paul Hultin, Wheeler Trigg Kennedy LLP, hultin@wtklaw.com 
Figure 1 – Sample Election System


Figure 2 – Sample Election Processes
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Each election system must verifiably ensure that:


every eligible voter is given the opportunity to vote once and only once (and no ineligible voter is permitted to vote at all), and 


every eligible vote is counted once and only once as the voter intended (and no ineligible vote is counted at all), and 


every vote is anonymous (from the voter as well as to everybody else including insiders).
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