-----Original Message-----
From: Al Kolwicz [mailto:alkolwicz@qwest.net] 
Sent: Wednesday, April 25, 2007 6:00 PM
To: SOS Mike Coffman (Secretary@sos.state.co.us)
Cc: 'Jonathan Tee'
Subject: Non-anonymous voting
Dear Secretary of State Coffman:

If you have replied to our correspondence, attached, we have not received your reply.

We note that a public demonstration of the HART equipment is scheduled for next week.  Your response to our correspondence is vital to our effective observation of the HART demonstration.

We hope that you will provide your response in time for us to study it before the demonstration.

Thank you.

Al

Al Kolwicz

Colorado Voter Group

2867 Tincup Circle

Boulder, CO 80305

303-494-1540

AlKolwicz@qwest.net 

www.AlKolwicz.net  

-----Original Message-----
From: Al Kolwicz [mailto:alkolwicz@qwest.net] 
Sent: Wednesday, April 11, 2007 5:31 PM
To: Mike Coffman (Secretary@sos.state.co.us)
Cc: Jonathan Tee (Jonathan.Tee@SOS.State.CO.US)
Subject: FW: Non-anonymous voting
Dear Secretary of State Coffman,

The attached letter documents a major voting system defect.

We have not received your reply, and forward a copy of our March 28th request to ensure that you have received it.

May we have your authorization to oversee the test?

Thank you.

Al

Al Kolwicz

Colorado Voter Group

2867 Tincup Circle

Boulder, CO 80305

303-494-1540

AlKolwicz@qwest.net

www.AlKolwicz.net 

-----Original Message-----

From: Al Kolwicz [mailto:alkolwicz@qwest.net] 

Sent: Wednesday, March 28, 2007 6:07 PM

To: 'Mike Coffman'

Cc: Jonathan Tee (Jonathan.Tee@SOS.State.CO.US)

Subject: Non-anonymous voting

Mr. Coffman,

Attached please find evidence that the HART eSlate voting equipment violates Colorado's Constitution.

Thank you.

Al Kolwicz

2867 Tincup Circle

Boulder, CO 80305

303-494-1540

AlKolwicz@qwest.net

www.AlKolwicz.net 

Colorado Voter Group
2867 Tincup Circle

Boulder, CO 80305

303-494-1540
March 28, 2007

Mr. Mike Coffman




Colorado Secretary of State

1410 Grant St B305

Denver, CO 80203


RE:  HART eSlate Certification Test
Dear Mr. Coffman:

We believe that the HART eSlate voting equipment violates the Colorado Constitution, Article VII Section 8.  We would like to review the certification tests that will be used to prove that the eSlate voting equipment complies with the Colorado Constitution and provides for completely anonymous ballots.

We submit for your inspection the following three images of HART eSlate components:  
1. An image of the voter-selections printed on a VVPAT.
2. An image of the barcode printed on a VVPAT.

3. An image of a portion of the Cast Vote Records report.

The voter-selections printed on the VVPAT displays a field identified as BALLOT_KEY (third line from top); the barcode printed on the VVPAT presumably encodes the BALLOT_KEY (bottom line); and the Cast Vote Records report displays the BALLOT_KEY (in the boxed area).
It is our understanding that the value in the BALLOT_KEY field is a direct violation of the constitutional requirement that, “… no ballots shall be marked in any way whereby the ballot can be identified as the ballot of the person casting it.”
· The VVPAT voter-selections printout very clearly marks each ballot in a way that the ballot can be identified by the voter as the ballot that they cast.  This enables voters to prove how they voted and therefore opens the opportunity for vote selling and voter intimidation.  

· In addition, since the VVPAT printout is a continuous roll, it is possible for one to make a list of the sequential voters who used a particular eSlate device.  This is particularly true in small precincts.  By aligning the list of voters with the content of the VVPAT printout and/or electronic ballots (cast vote records), it is possible to determine how a voter voted.  
· In addition, since the Cast Vote Records report contains the BALLOT_KEY, it is obvious that the electronic ballot, referred to as the cast vote record, also contains the BALLOT_KEY.  This opens the opportunity for privacy invasion, and expands the opportunity for vote selling and voter intimidation.  

We would like to review the certification tests that will be used to prove that the eSlate voting equipment complies with the Colorado Constitution and provides for completely anonymous ballots.
Al Kolwicz


Harvie Branscomb


Dr. Charles Corry
AlKolwicz@qwest.net 

harvie@media.mit.edu 


ccorry@ejfi.org 
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