Mike Coffman



Colorado Secretary of State
1410 Grant St B305
Denver, CO 80203
May 1, 2007

RE: Proposed Election Rules: 2, 10, 11, 12, 14, 32, 43 dated April 26, 2007
The Department of State has chosen to operate in a secretive, arbitrary and anti-scientific manner.  This has cost the department highly valuable voluntary contributions of many experts who have shown their interest in election quality.  It has cost the voters of Colorado a trustworthy election system.  Examples of this assertion include: 
· Many problem and suggestion documents have been submitted to the Department of State and have gone unanswered.  (Some of these documents have received non-responsive responses.)

· The Department of State consistently refuses to engage in open conversation and debate regarding election system issues.  (This refusal is one-sided and unfair.  It is used to exclude voting system quality advocates, but does not exclude County Clerks, election officials, and hand picked people.)

It is hoped that the Department of State will discontinue its practice of exclusion, and replace it with a policy that will lead to trustworthy elections.  This requires that election processes be held to uniform standards and metrics, and that every element of the election system be secure, accurate, verifiable, anonymous, accessible, transparent, and accountable.
Following are critiques of the Proposed Rules and Regulatory Analysis.

Nomenclature

The proposed rules and regulatory analysis, occasionally, incorrectly refer to a section of a rule as “Rule X.X”.  Changes are made to rules, not to sections of rules.  When a rule is opened for revision, the entire rule is to be considered.  

Proposed Rules

Each of the proposed rules lacks necessary mechanisms to create a uniform election process that is secure, accurate, verifiable, anonymous, accessible, transparent, and accountable.  A non-uniform process is not acceptable because it results in the disenfranchisement of voters and non-deterministic elections.  In addition, there are no verifiable standards, metrics, or data capture requirements needed to achieve this uniform election process. 

The following are intended to illustrate such deficiencies, and are not intended to be comprehensive.  The proposed rules must be withdrawn until the necessary mechanisms are included.

Rule 2. Rules Concerning Voter Registration
How will the “virtual residence address” be verified?  Typical “residence address” verification tables will not contain parks, campgrounds, and other non-residential physical locations.  

How will the homeless voter’s eligibility to claim the residence address be verified?  Unless verified, the homeless voter could claim my residence address.  This could result in unfair special district elections.
In a mail ballot election, how will it be verified that ballots are hand delivered by the election official to residence addresses that have more than 5 eligible voters?

How will the jurisdictions for each residence address be verified?

How will each of the voting eligibility requirements be verified?  For example, how will citizenship be verified?  

Once verified, when and how will each eligibility requirement re-verified?
How will poll watchers and others gain access to copies of up to date voter eligibility computer data files in a portable format?

Rule 10. Rules Concerning Ballots and Election Supplies

How will it be verified that (a) paper ballots, (b) electronic ballots, and (c) electronic and paper (such as VVPAT) logs of votes comply with Article VII Section 8 of the Colorado Constitution, regarding anonymous ballots?
How will poll watchers and others be able to review and comment on the ballot before it is released for production?  

How will it be verified that paper ballots and VVPAT recordings print the approved Ballot Title?

How will the quantity of ballots produced by precinct, style, media, and source be verified?  
How will poll watchers and others gain access to copies of up to date computer data files, in a portable format, detailing ballot production and distribution data?

Rule 11. Rules Concerning Voting Systems

Eagle County and Boulder County Canvass Boards each filed, with the Secretary of State, a Post Election Audit Exceptions Report.  These reports were to be published with the post election audit report but were not.  
· How will it be ensured that future Canvass Board exception letters are published with the audit report?
· What rule changes are proposed to resolve the problems identified in the Eagle and Boulder County Post Audit Exception Reports?
· Have the Boulder and Eagle County Canvass Boards agreed that the proposed changes will resolve these problems?

What scientific evidence is there that shows that the post election audit and LAT accomplish their objectives?  What is the quantification of these objectives?  What happens if the test fails?
What accuracy is determined by the post election audit and LAT; and what is the confidence level in the accuracy level claimed?

What reports are provided to support the post election audit and LAT?

During the post election audit and the LAT, each person conducting a count must be unaware of any previous count of the same data.  When this is not the case, counting teams “back into the number” and compromise the audit.
What random number generator program is to be used to select random numbers?  A standard, web accessible program and accompanying procedural guide should be used by all counties.

What peer reviewed studies document that voting centers can be made secure, accurate, verifiable, anonymous, accessible, transparent, and accountable?   

How will it be verified that all disabled voters are treated equally?  Blindness and dexterity/mobility limitations can each limit the ability of a voter to perform all election functions privately and unassisted.  It has been SOS position that ballot marking devices are not acceptable because some voters lack required dexterity/mobility, yet the fact that blind voters cannot verify what is printed on the VVPAT is not unacceptable.  This is unfair.  
How will it be verified that blind voters can verify what is printed on the VVPAT?  

How will it be verified that every election process, document, and computer data file complies with Article VII Section 8 of the Colorado Constitution?  Random assignment of keys does not guarantee anonymity.

How will it be ensured that future post election audit data are published in a portable format that can be directly imported into spreadsheet and database programs?

How will poll watchers, Canvass Board members, and others gain timely access to copies of all computer data files, in a portable format, including: (a) poll book showing who voted where and using what method, (b) equipment inventory and where used, (c) voting locations and precincts, (d) scanned ballot images, (e) electronic recording of votes cast on a each single anonymous ballot, (f) logs, (g) error reports, (h) etc.

What are the provisions for making available the information needed to challenge a voter at a voting center or early voting location?  How about a mail ballot election?

What are the provisions for securing, capturing, and verifying all soft and hard switches and options to ensure that ballot interpretation rules are those intended?  

Which requirements make it possible to verify the versions of the hardware, ROM, firmware, software, operating system, etc are the officially certified level?  (This requires much more than what the display screen indicates.)

Rule 12. Rules Concerning Mail Ballot Elections

How will poll watchers and canvass board members be able to review and influence the mail ballot plan before it is submitted to the Secretary of State?  

Which of the problems and suggestions recorded in the 6 reviews and suggestions for improvement of Boulder County’s November 2001 mail ballot election plan are not resolved by this rule?

To provide for anonymous voting, walk-in voting locations must provide for voter choice to vote on an accessible voting machine or by paper ballot.  The paper ballot must be anonymous, in other words it must not be inserted into a mail ballot return envelope; it must be cast by the voter directly into the ballot box.  Use of the mail ballot return envelope is not anonymous and may result in the ballot being rejected. 

How will the already mailed ballots of walk-in voters be truncated?  The voter at a walk-in location must not be prevented from voting even though a mailed ballot has been returned.  The signature on the returned ballot may have been forged; and, to prevent the walk-in voter from voting would disenfranchise them.  To allow the walk-in voter to vote and ALSO count the forged ballot would disenfranchise a voter by logically erasing their vote.

Before mailing mail ballots, how will it be verified that an active voter is still eligible to vote at the mailing address?
What scientific evidence is there that untrained temporary workers can detect signature fraud?

CAMBER sent the Secretary of State a January 4, 2002 report, 2001 Election Flaws.  How are each of the problems identified in the report resolved by this rule?    

CAMBER sent the Secretary of State a February 14, 2002 report, Fraud, Incompetence, or Corruption?  How are each of the problems identified in the report resolved by this rule?
What is the detailed process for canvassing a mail ballot election which includes walk-in voting?  Considering that the election system in use at each county may be unique, have Canvass Boards agreed that this process will work for their County?

What scientific study documents that “notifying an individual” that they have violated a rule will deter the individual from repeating the offense and the community from dismissing the rule as nonsense.

There is a need for clarification of the conduct of mail ballot elections under Title 31.  Such elections must be conducted under the supervision of the Secretary of State.  The City of Lafayette’s February 27th special mail ballot election was not so supervised.  This has resulted in massive election and open records problems.
Rule 14. Rules Concerning Recount

What scientific study shows that the proposed method of recount is able to deliver an accurate election that reflects voter intent?  What does the proposed method prove?  The method uses “biased stove-pipes” which cannot create a statistically uniform sample.
During a recount, the person conducting a count must be unaware of any previous count of the same data.  When this is not the case, counting teams “back into the number” and compromise the recount.
The method proposed does not produce a complete or fair count.  In the case of mail ballot elections many of the errors occur before the counting phase.  By limiting the recount to the counting equipment can result is the wrong winners and losers.  

What is meant by “voter error”?  It is intended that voter intent be followed.

The Ballot Now method described is not sound.  Depending on the switches and options set in the equipment and software, the count can be repeated, and at the same time be totally incorrect.  Kolwicz, Walmsley and others have documented alternatives that are accurate, transparent, and verifiable.

Rule 32. Rules Concerning Recall
Rule 43. County Security Procedures

What are the requirements and standards for data and systems security?  The Department of State has refused public review of these vital functions.
How will poll watchers and canvass board members be able to review and influence the security plan before it is submitted to the Secretary of State?  

Regulatory Analysis

The Regulatory Analysis is incorrect; there are costs associated with some of these rule changes.  Also, the analysis gives an incorrect impression that there are no alternatives needed.

Rule 2. Rules Concerning Voter Registration

Quantitative -- Estimate how many people will be affected by county?
Cost – Because the addresses are not included in residential property address tables, there will be a cost to develop new verification tables.
Alternatives – see above, cost.

Rule 10. Rules Concerning Ballots and Election Supplies

Rule 11. Rules Concerning Voting Systems

The claim that all voters will benefit from the rule is not supported with evidence.  And, it is not mentioned that voters will be injured by this rule.

The scientific studies supporting the claims are missing or non-existent. 
The analysis fails to point out that the rule is missing many elements needed to ensure a uniform election.  For example, there is no penalty to equipment vendors should their equipment fail to perform after it has passed certification.

Alternatives – It is not true that there are no less intrusive alternatives.

Rule 12. Rules Concerning Mail Ballot Elections

Impact – the analysis fails to point out that certain portions of the rule permit violation of Article VII Section 8 of the Colorado Constitution.
Alternatives – it is not true that the revisions are the most cost effective and least intrusive methods available.  
Rule 14. Rules Concerning Recount

There is no mention of an evaluation of the rule by each county canvass board.  Since each Canvass Board must implement this rule, it is mandatory that they confirm that they believe the rule is complete and can be implemented in their county.
Rule 32. Rules Concerning Recall

Rule 43. County Security Procedures
We hope that you will take our recommendations in the spirit they are offered.  We want for Colorado the highest quality election system in the United States.  We believe that an open process is a first step in this direction.
Sincerely,

Al Kolwicz

Executive Director

CAMBER – Citizens for Accurate Mail Ballot Election Results

2867 Tincup Circle

Boulder, CO 80305

303-494-1540

AlKolwicz@qwest.net
www.users.qwest.net/~alkolwicz 

www.coloradovoter.blogspot.com 

CAMBER is a dedicated group of volunteers who are working to ensure that every voter gets to vote once, every vote is counted once, and that every ballot is secure and anonymous.  
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